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Abstract 

 
In this paper, we propose a hash-chain based friendly force identification protocol for 
personal combatants equipped with a personal combat system in a tactical wireless network. 
It is imperative in military operations to effectively and quickly identify friendly forces. If 
the identification of friendly forces is not correct, this can cause friendly fire. In current 
ground operations, the identification of friendly forces by personal combatants is neither 
secure nor safe. To address this issue, the proposed protocol uses a hash-chain to determine 
if a detected person is friendly. Only friendly forces with the same materials that are 
assigned before they deploy can construct an initial hash-chain. Moreover, the hash-chain is 
changed at specific times. The performance of the proposed protocol is evaluated on the 
assumption that the secret key is leaked, which is the worst scenario in the security research 
field. We verify that the proposed protocol is secure for the various attack scenarios, such as 
message replay attack, fabrication attack, and Denial of Service attack. 
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1. Introduction 

The personal combat system is a kind of weapon system that combines combat equipment, 
such as the personal equipment and clothes of a combatant, with advanced technology, to 
maximize the capability of each soldier. It has been actively researched for personal combat 
systems, due to the reduction of troops, and the emergence of advanced technologies. 
Personal combat systems will utilize a variety of state-of-the-art technologies, such as Iron 
Man in the movies, to provide new capabilities that can overcome human physical and 
mental limitations.  

The most basic and most important information for effective combat for the individual 
soldier is where we, our friendly force, and our enemy. A critical function in military 
operations is also to be able to distinguish whether a detected object is friendly or not. It is 
because the actions after recognizing of the opponents are significantly different, depending 
on whether the opponent is friendly.  

In modern warfare, Identification Friend or Foe (IFF) identifies whether detected weapons, 
such as fighters, war vessels, and tanks, are friendly or not. IFF is a radar-based 
identification system, a kind of transponder that listens for a request signal, and then sends a 
response consisting of a unique signal [1]. Unlike what the name implies, IFF can only 
positively identify friendly objects, not hostile ones. It is challenging to distinguish between 
enemy forces and friendly forces. The distinction is only between friendly and non-friendly. 
The reasons why a detected object did not respond appropriately in the identification of 
friend or foe can be very diverse. However, it is significant to identify the detected entity as 
friendly. It is because it helps avoid friendly fire, which is an attack by a friendly personal 
combatant. 

Then, personal combatants performing near-field operations identify friendly forces in a 
relatively primitive way. In general, the way a personal combatant identifies whether a 
detected person is friendly or not is either to make a specific mark promised in advance or to 
require an appropriate response to a question at close range. The first method is easy and 
straightforward, but it has the disadvantage that it can easily be exposed to the enemy, as 
well as the friendly force. In other words, the enemy can easily pretend to be friendly. The 
second method is not exposed easily to the enemy, but it can be hazardous if the unidentified 
person is not friendly, because it must be within the effective range of personal weapons. 
Thus, conventional identification, which is primarily used in ground combat operation, is not 
adequate to safely and quickly identify friendly forces. Therefore, in this paper, we propose a 
mutual identifying protocol based on a hash-chain to identify friendly forces unambiguously. 

The contribution of this paper is threefold. First, we propose a mutual friendly force 
identification protocol that does not require a separate authentication server required in many 
existing authentication protocols. Considering a battlefield environment where wireless 
channels cannot always be guaranteed, a separate authentication server cannot be operated. 
Second, we defined the operation model and threat model for friendly force identification, 
considering the battlefield environment’s characteristics. Third, in terms of security, the 
proposed protocol is mathematically analyzed to provide guidelines for adjusting protocol 
parameters according to security requirements. 

This paper is composed as follows. Section 2 reviews related works. Section 3 explains 
the system model and the threat model. Section 4 describes the proposed identification 
protocol in detail, while Section 5 analyzes its performance. Finally, Section 6 concludes the 
paper. 
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2. Related Work 

The problem of identifying a friendly force in a military operation is similar to a general 
authentication problem. Many researchers have studied effective authentication protocols 
considering specific operation environments, such as the Internet of Things (IoT), sensor 
networks, and Vehicular Ad-hoc Networks (VANET) [2–6]. On the other hand, few studies 
have considered military operations. However, existing authentication protocols can be used 
to identify friendly forces. In this section, we review typical researches related to the 
proposed protocol.   

In general, the authentication protocols for sensor networks or IoT devices have focused 
on lightweight schemes due to resource limitations [7, 8]. A continuous authentication 
protocol for the Internet of Things in [9] is presented based on the Shamir (t, n) secret 
sharing scheme. Only hash and MAC algorithms are employed for the protocol, and only 
two transactions are required. Thus, the protocol provides efficient authentication in terms of 
computation cost compared to conventional protocols based on the symmetric and 
asymmetric key operations. However, nodes participating in the authentication procedure 
must store a secret material securely used as a basis for authentication. If the secret material 
is exposed for any reason, the protocol is no longer secure.  The mutual authentication 
method for sensors in IoT environment was proposed applied by S/Key technology based on 
a hash –chain [10]. This method is robust against replay attacks and man-in-the-middle 
attacks but requires an intermediate node to relay messages between the base station and the 
sensor. It is not suitable for military operational environments.  

The basic structure of VANET is composed of Trusted Authority (TA), Road-Side Units 
(RSUs), and vehicles. TA is responsible for registration and secret key distribution for all 
RSUs and vehicles, while RSU is a communication relay between TA and vehicles [11]. The 
vehicle must transmit and receive data from the remote TA via the nearby RSU for 
authentication. In other words, long-distance communication should be guaranteed. RSU in 
VANET acts as a communication infrastructure so that the long-distance communication is 
possible. Thus, this is not a full ad hoc network. Also, if there are problems with the TA, the 
entire authentication system will not function properly. Moreover, vehicle-to-vehicle 
authentication is usually not considered. 

Vijayakumar et al. proposed the dual authentication protocol in VANETs, divided into 
three phases [12]. To join VANET, a vehicle sends an authentication material to TA through 
RSU to demonstrate its legitimacy. The material is double encrypted with the vehicle secret 
key and the RSU secret keys. On receiving the encrypted material, TA decrypts and 
authenticates the vehicle. After that, TA sends an authentication code (AC) to the vehicle 
through the RSU. AC is a kind of token to indicate that the vehicle has legitimately joined 
the VANET. Although the authentication protocol is computationally efficient, it is designed 
for VANET, so the inherent drawbacks described above cannot be overcome. 

Cryptographic hash functions are widely used in the authentication protocol because of 
their inherent useful properties. The hash function is deterministic and quickly computes the 
hash value of a given message. It is also practically impossible to predict a message that 
generates a given hash value. Some studies have used a hash-chain as an authentication 
material, taking advantage of the property that it is impossible to invert the previous hash 
value from the current hash value.  

Some protocols, such as TESLA [13] and TAM [14], use a one-way hash-chain to 
authenticate a message source. Identifying the source of the message is the same as 
identifying friendly forces in a military operation. The authentication code is attached to 
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messages, and the authentication key to be verified is delivered separately, after the message 
is delivered. That is, there is the disadvantage that the authentication request cannot be 
processed in real-time, and a delay time occurs. The inability to identify friendly forces 
within a short time can be a fatal drawback due to the time-sensitive nature of military 
operations. Lamport suggested the use of hash-chains as password authentication in an 
insecure environment [15]. The method is easy to implement and provides sufficient security 
for distributed client/server interactions. However, it is not suitable for peer-to-peer 
authentication environments.   

 It is not appropriate to use existing authentication protocols to identify friendly forces in 
military operations. Authentication protocols that consider sensor networks or IoT devices 
cannot satisfy all security requirements for military operations because they cannot use 
sufficient computation power with limited resources. Since the authentication protocol 
considering the VANET environment requires a centralized TA to perform the authentication 
and assumes the infrastructure, such as RSUs, it is challenging to apply it to military 
operations, a full ad hoc network. Therefore, we propose a friendly force identification 
protocol considering the characteristics of military operations. 

3. System Model and Threat Model 

In this section, we explain the military operation environment of the personal combatants, 
attack scenarios, and security requirements we consider in this paper.  

3.1 Military operation environment of the personal combatants 

We define three types of range: maximum communication range (MCR), maximum 
surveillance range (MSR), and maximum effective range (MER). First, MCR means the 
maximum range that combatants with portable communication equipment can transmit a 
message without error. Second, MSR is defined as the range for which combatants with 
portable surveillance equipment can recognize an unidentified object as a person. Note that 
the combatants are not sure whether the found person in the range is a friendly force or not, 
due to lighting or climate conditions. Third, MER means the maximum range that an average 
soldier can score 50 % hits with a portable weapon on a person.  

We assume that the MER is the smallest, the MSR is larger than the MER, and the MCR 
is the largest. This is because weapons cannot be used without the detection of a target, and 
the communication distance is generally longer than the surveillance distance. Since the 
unidentified object is not even detected outside the MSR, it is impossible to identify a 
friendly force outside the MSR. On the other hand, if the identification process for friendly 
forces is performed within the MER, that process can be attacked by the unidentified person, 
which is very dangerous. Therefore, the identification process should be performed outside 
MER and inside MSR.  

Meanwhile, it is natural that the MSR is a part of the MCR. It means that communication 
with the detected objects is possible at the point. Therefore, it is possible to identify whether 
the person who is detected but unidentified is friendly or not, by data exchange.   

Fig. 1 shows the relationship between MER, MSR, and MCR. The figure shows that the 
person outside MSR is hidden because the personal combatant has no way of recognizing the 
other's existence. The person inside MSR can be detected, but is unidentified, due to several 
reasons. As described above, the identification process must be completed within the area 
indicated in the dark color in Fig. 1.  
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Fig. 1. The Relationship between MER, MSR and MCR 

Table 1. The notations used in this paper 

Symbols Description 

r1, r2 Pre-shared secret keys 

T Period the new hash is added to the hash-chain 

L Maximum length of the hash-chain 

n Number of times the identification process is performed during the period 
of T 

E(M, k) Encrypt message M with key k 

H(M) Hash message M 

𝐵𝑖
𝑗 Identifier of hash that is added from the beginning by jth  

and added by ith  in currently valid hash-chain 

i||j Concatenation of i and j  

3.2 Attack scenarios and security requirements 

In this paper, we assume that an enemy located within the signal transmission and 
reception range of the personal combatant can receive all signals between the transmitter and 
the receiver. In other words, the enemy can receive all the messages transmitted for the 
identification process between the personal combatant and the detected person. Therefore, 
the following types of attack scenarios are possible.  

First, the enemy can perform a message replay attack. It is a type of network attack in 
which the transmission of a legitimate message is maliciously repeated or delayed. This 
attack allows personal combatants to identify the enemy as a friendly force. Second, the 
enemy can perform a message fabrication attack. The attacker can extract meaningful data 
from the received signal and modify it, which may interfere with the normal identification 
procedure. Third, Denial of Service (DoS) attacks can be performed by repeatedly requesting 



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 14, NO. 9, September 2020                  3863 

identification procedures. The personal combatants cannot carry out the normal identification 
procedure, due to unnecessary identification procedures by the enemies. 

  The following security requirements are needed to address the attack scenarios described 
above. The first security requirement is to be safe from the message replay attack. The best 
way to respond to the attack is to prevent the reuse of data used, such as employing the one-
time password (OTP). Another way is that the message used in the identification procedure 
should only be valid for a certain period. The second security requirement is that all 
messages must be encrypted, and the integrity of the received message must be assured. It 
should not be possible for the enemy to extract meaningful data from the received signal, and 
legitimate participants in the identification procedure must be able to assure that the received 
message is error-free. The third requirement is to be able to respond to the DoS attack. To 
achieve the requirement, fraudulent participants should not be able to participate in the 
identification procedure repeatedly. For this purpose, mutual identification should be made. 

4. Proposed Scheme 

In this section, we describe the detail of the proposed identification protocol. Table 1 
shows the notation used in this paper to explain the proposed protocol.  

 

Fig. 2. The architecture of the proposed identification hash-chain 

4.1 Hash-chain  

The random numbers r1 and r2 are assigned equally to all combatants before field 
deployment. Note that combatants stand by at a safe zone where enemy threats do not exist before 
being committed to the battlefield. In other words, r1 and r2 are initially assigned without the risk of 
exposure. All items of communication equipment of the valid combatants generate the origin 
block by concatenating r1 and r2. They generate identification hash blocks independently, 
using the previous block every time interval T. The ith block consists of the hash value of the 
previous block and r3, which is the combination of the first half of r1 and the second half of 
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r2. Thus, the blocks are connected with the hash value. The r3 and ith block can be expressed 
as follows: 

 
𝑟3 = 𝑢𝑝𝑝𝑒𝑟(𝑟1) ∨ 𝑙𝑜𝑤𝑒𝑟(𝑟2)                                           (1) 

𝐵0 = 𝑟1 ∨ 𝑟2                                                           (2) 

𝐵𝑖+1 = 𝐻(𝐵𝑖) ∨ 𝑟3                                                     (3) 

An identification block is added every time interval T, but the maximum length of a valid 
hash-chain is kept at L. That is, when the length of the hash-chain becomes larger than L, the 
first block in the current hash-chain is deleted, and the length of the chain is maintained at L. 

From now on, we express a specific hash block with a superscript and a subscript. The 
superscript and subscript of block identifiers represent absolute block indices and relative 
block indices, respectively. The absolute block index indicates the order in which blocks are 
generated after the initial block. On the other hand, the relative block index indicates the 
order in which blocks are generated in the current valid identification block chain. 

If the length of the hash-chain is less than L, the absolute and relative indices are the same. 
However, if the length of the chain is equal to L, every time a new block is added, the first 
block of the current hash-chain is deleted, and the index of all blocks is decremented by one. 
The relative index of the newly added block is always L. Fig. 2 represents the architecture of 
the proposed identification hash-chain.  
 

 

Fig. 2. Message flow diagram in the proposed protocol 

4.2 Identification process 

In the proposed identification protocol, two combatants (ID1 and ID2) are mutually 
identified by exchanging three messages in four stages. To make it easy to understand the 
identification process, we assume that two integers are used for the identification query. 
Depending on the security requirements, more than two integers can, of course, be used.   

• Stage 1: ID1 encrypts a request message with two integers (i, j) less than L, and transmits 
it to start the identification process. The integers are an identification query for ID2.  
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• Stage 2: ID2 who receives the request message decrypts it with r1, and verifies the two 
integers, i and j. Then, ID2 generates hash value of the concatenation of the ith and jth hash 
blocks, which is a response to the identification query. The hash value and two integers (m 
and n) that differ from the received integers are encrypted with r2. The encrypted message 
is then transmitted to ID1. The integers in the encrypted message are an identification 
query for ID1.    

 
𝐸{𝐻(𝐵𝑖|�𝐵𝑗�||𝑚 ||𝑛,  𝑟2}                                           (4) 

 
• Stage 3: ID1 who receives the message from ID2 decrypts it with r2, and verifies the hash 

values and two integers. If the received hash value matches the expected value, ID1 
identifies ID2; otherwise, the identification process ends. After the identification of ID2, 
ID1 generates a hash value of the concatenation of the mth and nth hash blocks. The hash 
value encrypted with r1 is transmitted to ID2, which is a response to the identification 
query.  

 
      𝐸{𝐻(𝐵𝑚||𝐵𝑛), 𝑟1}                                                (5) 

 
• Stage 4: ID2 decrypts the received message, and verifies the hashed value. If the received 

hash value matches the expected value, ID2 identifies ID1. Finally, the mutual 
identification process ends successfully for the two personal combatants, ID1 and ID2. 

5. Security Analysis 

In this section, we analyze the security of the proposed protocol for brute-force attack, 
message replay attack, fabrication attack, and DoS. The results of the mathematical analysis 
provide guidance for adjusting protocol parameters according to security requirements.  

5.1 Brute-force attack 

We assume that enemies obtain r1 and r2, and they response authentication queries without 
block chain. The total number of possible responses to a specific identification query is 
determined by L and α. The number is expressed as ∏ (𝐿 − 𝛼).𝛼−1

𝑖=0  If t is the time it takes to 
respond to the query, the number of times an enemy can attack during T is T/t. Therefore, the 
probability of a brute-force attack being successful is as follows: 

 
𝑃𝑠

(𝐵𝐹) = 𝑇
𝑡∏ (𝐿−𝛼)𝛼−1

𝑖=0
                                                     (6) 

 
As we can see from the Eq. (6), the probability increases as T increases, and decreases as t, 

L and, α increase.  
We can design the success probability small enough by adjusting the system parameters 

such as T, t, L, and α. Besides, if an incorrect response to the identification query is repeated, 
it can be considered an enemy and defend against the brute-force attack. Therefore, the 
proposed scheme is not vulnerable to brute-force attacks. 
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5.2 Message replay attack  

The proposed scheme changes the state of the hash-chain at every period T. In other words, 
the hash-chain does not change state for T. Therefore, the messages used in the identification 
procedure are only valid for, at most, T.  

An enemy who obtains r1 and r2 must know the identification queries and corresponding 
hash values used during period T to perform identification. Note that the enemy who obtains 
r1 and r2 can decrypt all messages related to the identification process, so using the same 
identification queries for T may allow the attacker to exploit the messages.  

Let 𝑃𝑠
(𝑀𝑅) be the probability that the same identification query is used several times during 

period T. The period that the authentication block chain lasts unchanged is T. During period 
T, there can be as many identification attempts as 𝑇 𝑡⁄  times, and up to n (2�𝑇 𝑡⁄ ) 
identification queries are used. Note that two identification queries are used in the one 
identification process. It is assumed that nodes select the identification query composed of 
several integers randomly with a uniform distribution. Each integer indicates the hash’s 
identifier in the current identification hash-chain. Let α be the number of integers used in the 
identification query. Then the number of available identification query is 𝐿𝛼 , and the 
identification process can be performed 𝑇 𝑡⁄  times during the period of T. Therefore, 
calculating the probability P is equivalent to finding the probability that the same ball will 
come out two or more times when 𝐿𝛼 balls are taken out randomly 2∙n times in the jar. The 
probability P can be expressed as follows: 
 

𝑃𝑠
(𝑀𝑅) = 1 − 𝐿α

𝐿α
ⅹ

(𝐿α−1)
𝐿α

ⅹ
(𝐿α−2)
𝐿α

ⅹ… .ⅹ (𝐿α−2𝑛+1)
𝐿α

                               (7) 

                                           =  1 − 𝐿α!
𝐿2𝑛α(𝐿α−2𝑛)!

                     
 
where t is a constant determined by the frequency bandwidth and modulation method of the 
wireless communication device. However, T, L, and α are parameters that can be adjusted 
variably in system design. So we observe the value of P with changes in T, L and α.  

 
Fig. 4. The values of P with change in α and L values (T=10, t=1) 
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Fig. 4 shows the value of P with changes in α and L values. T and t in Fig. 4 are set to 10 

and 1, respectively. Therefore, n becomes 10. As L increases, P decreases. It is because the 
larger L means that the hash-chain is long enough to avoid selecting the same integer values. 
In addition, it is not surprising that P decreases with increasing α. It is because the larger α, 
the greater the number of integers to select.  

Fig. 5 shows the value of P with changes in α and T values. L and t in Fig. 5 are set to 30 
and 1, respectively. As T increases (that is, as n increases), P increases. It is because the 
longer T means that the hash-chain remains unchanged for a longer period, and during period 
T, the number of times the identification query is exposed is increased by that much.  

 Fig. 4 and Fig. 5 show that if the parameters α, L, and T are properly chosen, P is very 
small. Also, since the selection of identification query can be easily designed not to use the 
same query for T without random selection, the proposed protocol is safe for message replay 
attack. 

5.3 Fabrication attack and DoS 

The enemies who have obtained the secret keys can decrypt all the messages shown in Fig. 
3, and extract information about the hash values and the integers used in the identification 
process. However, since the currently valid hash-chain is not exposed, the correct response 
to the identification query is not possible. In other words, they cannot pretend to be friendly.  

However, the enemies can correctly construct the identification query that is the first 
message in the identification protocol. It will lead to a response message that is valuable 
information to reconstruct the hash-chain. Therefore, the enemies can obtain hash values 
corresponding to a specific integer pair by transmitting various identification queries. If they 
transmit sufficient identification queries, they will be able to obtain the complete information 
about the valid hash-chain. It also has the effect of a DoS attack. Then, the enemies who 
receive the response message to the identification query cannot respond to the received 
message, because they do not have the complete information about the currently valid hash-
chain. Note that the same identification query is never used for T.  

Fig. 5. The values of P with change in α and T values (L=30, t =1) 
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If the expected response message is not received, the opponent who had transmitted the 
first identification query is not convinced by a friendly force. Then, the surveillance will be 
enhanced, and their existence and position can be exposed. It is not what the enemy wants. 
Nevertheless it would be possible in a battlefield that an attacker can take the risk of 
exposing one’s location to achieve the operational goal of disrupting communication. We 
can apply a basic security policy to neutralize the DoS attack, such as considering the 
initiator of the authentication as an enemy or ignoring the identification query for a certain 
period if the expected response message is not received continuously. The DoS attacks can 
be easily blocked. Moreover, the re-constructed hash-chain by the enemy is only valid for 
the period of T. As a result, the proposed protocol is secure for fabrication attacks and DoS 
attack, in terms of the operational and technical aspects. 

6. Conclusion 

In this paper, we proposed mutual friendly force identification protocol for the personal 
combatant equipped with a personal combat system in tactical wireless networks. In future 
warfare, the personal combatant will be able to overcome human physical and mental 
limitations, thanks to personal combat systems. They will be able to surveil longer, hit 
targets precisely, and communication effectively with others. Even if their capability 
improves dramatically, a military operation will not be successful if its forces cannot 
efficiently identify their friendly forces. It is because wrong identification causes friendly 
fire. The proposed protocol constructs a hash-chain that is changed at specific times, and 
uses a combination of hash values in the currently valid hash-chain. If the chain is not 
generated from the beginning, it is impossible to re-construct a valid hash-chain in limited 
time. The performance of the proposed protocol was evaluated on the assumption that the 
secret key is leaked, which is the worst scenario in the security research field. We verified 
that if appropriate parameters are selected, the proposed protocol is secure for the various 
attack scenarios, such as message replay attack, fabrication attack, and Denial of Service 
attack. 
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